27. ICT and Online Safety/Internet Use Policy

Statement of intent

This policy covers all forms of information and communication technology (ICT) including the
internet, cameras and mobile phones. We believe that the safety of the children and adults in
the setting is paramount and the aim of this policy is to ensure that everyone can
communicate and learn to use ICT safely.

Aim

We aim to ensure that all staff and volunteers in the setting recognise the potential risks as
well as the value of information and communication technology and that there is a clear

procedure for reporting concerns or incidents.

Responsibility
We have a Safeguarding Designated Officer (SDO) who has lead responsibility for dealing

with all safeguarding issues including our online policy.

Our Safeguarding Designated Officer (a member of staff) is:
Tracy Weekes (available during Pre-School hours Monday, Wednesday and
Thursday on 01392 861707; at other times on 01392 861276)

Our Designated Committee Member who oversees Safeguarding:

Gilly Pocock (current Treasurer of committee)

Internet

As we store personal information and images on our computers we are registered with the
Information Commissioner. All computers within the setting are managed by use of a
password and all are used with supervision. An internet filter is installed on computers that
the children use to protect them from viewing inappropriate material. All computers in the

setting have up to date virus and security programs installed on them.

Adults in the setting are aware that should a potentially unsafe or inappropriate incident takes
place they are to log this in the Incident book.
Additionally:

¢ We do not have any internet enabled devices in the pre school playroom.

e Occasionally the children will view preselected learning websites to support their early

years programme, however the children are never left unsupervised with the laptop.




o We use the internet in the office to access emails and carry out the administration of
the pre school setting.

o The pre-school laptop is password protected and internet security is built in.

e Our own pre school website displays photos of pre school children; permission is

sought from parents/carers before photographs are taken.

Social Networks
¢ No adults or children will be able to use social networking sites within the setting.
Staff within the setting are asked to keep their employers name off of any social
network sites that they may use, not discuss work related matters on any such sites
and adhere to our Professional Conduct Agreement.
¢ Staff and volunteers are not permitted to discuss pre school children, staff or parents

when using social networks in their own personal time.

Facebook Page

The Preschool runs a closed Facebook page to allow parent’s, staff and childminders to
communicate about events taking place at the setting, and to share useful parenting and
child related web pages. The page will be administered and monitored by designated staff
and committee members who will also be responsible for accepting and deleting people from
the site.

All users of the Facebook page must adhere to the following rules:

e No images of children attending preschool must appear on the site without written
consent from the parent’s given in advance.

e The site is there to promote friendly communication between the users of the setting,
and all children, parents, care givers and staff should be treated with respect and
consideration.

e Children whose families are not members of the group must not be identified by
name.

e Staff and Committee members who are not members of the group should not be
identified.

e Inappropriate language, comments or images are not to be posted, and anyone
abusing these rules will be removed from the group.

e The decision to either refuse entry to, or delete, an individual should be made by at
least two of the administrators.

e Anindividual can appeal to the Committee to be reinstated, however their decision is
final.

e Individuals whose children no longer attend the setting will be removed.



Any abuse that is reported from these sites will be recorded in the Incident book and dealt

with immediately. If it is reported that gross misconduct has taken place on any such site

staff will face instant dismissal.

Use of Cameras

Personal cameras are not allowed in the pre school setting.

Pre School has an authorised camera with which the staff may take photographs to
record spontaneous moments and activities, to support observation requirements of
the EYFS, and to share with parents/carers.

Permission is sought from parents/carers before photographs are taken onsite or
offsite on visits etc.

Photographs are all printed on site and once printed the camera memory is wiped.

Mobile Phones

All mobile phones belonging to staff, volunteers and visitors are stored in the pre
school office. Mobile phones are not permitted in the playroom with the exception of
the Pre School mobile which is used to communicate with non-hearing families.
Staff may use their mobile phone in the office whilst on their lunch break, unless
agreed otherwise with the DSO in advance.

The office is locked during the sessions and no unauthorised visitors have access to
the building as there is a keycode entry at the front door.

The recording and sharing of images, video clips and audio material taken at Pre-
school on any mobile phone is prohibited, except where it is explicitly authorised by
the DSO.

The DSO has the authority to restrict or withdraw the use of mobile phones in the
setting if they believe it is in the best interests of the setting.

The Pre-school mobile is also used as part of the emergency kit when taking children

on trips and outings; it also provides backup if the landline facilities are unavailable.

Misuse of ICT

We would respond to the report of the misuse of ICT, concerns or related incidents by

following the procedures set out in our Whistle Blowing Policy (Policy 26).

This policy was adopted at a committee meeting of Thorverton Pre-School.
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